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right with you, we will consider that to still be
active.

BRIG. GENERAL McDONALD: Excellent.

I (b)(3), (b)(6) | All right, sir.

Sir, my first question was just -- We were
chatting Jjust a moment ago, but could you ftalk me
through the titling, because I think wheW we spoke
last we were Jjust coming out of of ’had recently
adjusted the title from Effectsfto Fires. Can you
talk me through that?

BRIG. GENERAL McDONALD: Yes. The Joint
Forces Command is that “eencept of effects based
apprcach to operations. They are really talking about
now effects baged thinking, and at the geo-strategic
level itfigya very good construct.

The Army and, I believe, the Marine Corps
as well relooked this doctrine for service-specific,
and had made decigions nct to change their doctrine to
include that type of approach. {Inaudibkle) as the
Army rewrites FM-3 -- Number one, the Army never
changed its doctrine and included effects. So a lot

of the people that were trying to do effects based
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operations were doing so kind of out ahead of the
Army .

The Army has decided we are not going to
use the term effects or effects based operations, and
we all actually think that's pretty good, because
effects -- When you get down to a division,( a gorps
and division level and below, what does effects mean?

Effects could mean anything., “You know, it
can be IO operations. It could pe eivil-military
operations, because they all/have an effect. Well,
guess what? A platoon maneuvering down the street has
an effect, and it certaindy wasn't effects coordinator
for coperations.

ol when vyou think about it, it's too
imprecisgseé a)term. So the Army has gone back, and we
have”terms for just about everything we do, and most
©of fTheythings I am dcing fall under the terms lethal
or nonlethal fires.

Lethal fires, I think, we are aware. You
know, Army surface to surface and then joint air to
surface. Couple those together, and you iust about

take care of joint fire.
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Then there is the nonlethal piece, some

alr delivered nonlethal piece, 1.4a, 1.49

1.4a,14g You've got information operations. You've got

civil mwilitary operations. All of those we are
considering as nonlethal fires, and we think the
doctrine is going that way as well.

So that's why we changed it, be€ause it is
a more precise term, and it better dé€seribes what we

are doing here.

| (b)(3), (b)(6) [\ Jffen did that actually

take effect, sir? Do yol.recall?
BRIG. GENERAL McDONALD: My job title

change?

| b)@3), (0)(6) | ves.

BRIG. GENERAL McDONALD: It was sometime

in Auygust, late August, I believe, possibly September.

| (b)(3), (b)(6) | Okay. 1I'll run it to

ground based on that. I just want to get a general

sense. I didn't miss it when we sat down last time.
BRIG. GENERAL McDONALD: Right. We were

still in the throes of doing that. See, we

reorganized based off of Army doctrine. We didn't
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come over here to do -- this be the effects cell, but
we didn't fully change the name. Finally, after we
came over here and validated what we were doing, the

CG decide to go ahead and change the name.

So this is not the Joint Fires and Effects

Cell anymeore. This is the Joint Fire Cell, (ardy I am

DCG~Fires.

| (1)(3), (b)(6) I Great. fSir" in that same

vein, I wanted tc ask: Since we/ talked last, have
there been any noteworthy ¢hanges in terms of the
organization of the sectien? Any specific change in
the responsibilities\that you have or notewcrthy key
personnel changds gince we sat down the end of July?

BRIG. GENERAL McDONALD: I don't think so.

(b)(3), (b)(6) One thing I wanted to¢ ask

abodt\that is one of the things, I think, that was new
when we sat down last was the idea of the engagement
reconciliation piece, and just wanted to -- because it
was something that was still kind of new under your
umbrella, I wanted to kind of talk about how you have
geen it mature and what role it has taken on, and has

that been a really critical piece?
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yeah, we think it is. So we proposed that to the
government of Irag. What we proposed to them was a
police auxiliary force. They didn't bite on that
exactly. So we kind of told them, well, we were going
to do it, and we'd sure like them to help and work
along with us.

They immediately formed theg, TFGNR, the
Implementation and Follow-on Commitfee #6r National
Reconciliation. IFCNR is what wé €all that.

While we were moydrigwout with CLCs, the
IFCNR was kind of dealing with that we kept them
informed of what is going«tn, and the IFCNR has direct
ear to the Primé Minister. So it's not like, you
know, the Irdgif government didn't know what was going
on. We Kept them informed.

Now their level of participation has been
different over time. When I briefed you last, we were
still trying to get them involved in it. Around the
September time period, directives from the Prime
Minister's office through the IFCNR came out that
Iragl Security Forces were to cooperate with the CLC.

That has started slowly, but gotten
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infrastructure security contracts, guarding
checkpoints, guarding major roads, guarding

neighborhoods, defensive in nature. These have been
small groups, groups of 70, 50, 150, 200, not banded
together as a single homogeneoug force, but providing
local security in the place where they live, in
conjunction with Ceoalition forces and always/ growing
in conjunction with Iragi Security Horces.

Where practical, the¥y_ are subordinate to
the Iragl Security Forces, and’wéwtry to push that and
advance that as much as we can.

Now having de€scribed that local security
effort to you, whatjit really has summed up to today
is just a lititle over 80,000 people. It's 80,000 that
potentially) were, if not actively but supportively,
supp®rt Ing the insurgency or al Qaeda or something
like that, and now they have changed over, and they
are supporting the government of Irag. They are
supporting Iragi Security Forces, and they are
supporting us to achieve local security.

That's why you can drive around Irag in

most of these little towns that we have gone to, and
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decided where they want to go, and they are moving
away from the insurgency, away from al Qaeda, and in
large measure we are seeing away from Shia extremisgts.

This is a very, very positive movement,
and that is -- When I say the third component of the
success that's occurred this year, we've catlegorized
this CLCs, but vyou can see when vyou,get/) in the
underlying piece behind it, it's mucH bigger than the
CLCs. 1It's the Iragi population pasvdecided that they
want to get back their normald 13fe.

They see a way to do it, and they think
that this government ofwlrag is the way to go. I
think that's whefe gou are going to see it continue
on. If we canfcentinue on those three lines, and it
looks 1like @all three can continue on, then I think you

will/ses, this thing getting better next vear.

| (b)(3), (b)(6) | You talked about the --

You Jjust touched on it briefly, about the Shia aspect
of this. Can you talk me through how the evoluticn of
the CLCs has primarily been a Sunni -- even as
recently in the press today, I think there was

discugsion about the Kurds and the Kashmirga and their
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if that groundswell is to go toward the government of
Irag, these people are going to want to go there, too.

Now the predominantly Shia government --
she's the requirement on the Sunni side, because they
see the very dangerous element of al Qaeda and the
insurgency on the Sunni side -- I think I said Shia --
on the Sunni gide, they have seen that,_and they are
happy to have that done.

On the Shia side, beCauge the government
of Irag is predominantly Shiaf “Ehey are less anxious
to have these organizatidns stand up against the Shia
organizations that a¥e “shere. So they have asked us
in the predominantl¥ Shia south not to stand up CLCs,
and in placeg ‘Where we haven't stcod them up, we are
not standing them up now.

Now they may stand up something like that

as 1t ‘goes, but we are not, for the time being.

| (b)3). (b)(6) | Was that just an informal

agreement?
BRIG. GENERAL McDONALD: It was an

agreement at that 2 September meeting.

(b)(3), (b)(6) 2 December meeting?
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they don't.

The CLCs that we have stood up, I've just
described to you at length, have all been about
security, local security. That's what it's about,
local security.

The sahwa (Phonetic¢) in Anbar hal sLurned
into a political movement. They are spreading their
political movement around. The inférma¥ agreement
that was made is we wouldn't stadd upvany new CLCs in
the south.

Sahwa headquanters, offices, councils are
standing up in the seubthy but not as CLCs under our
program. They afe standing up asg political
organizationg.W The government of Irag has closed a
few of tHem) potentially could close more, because we
havegsagreed we won't stand up CLCs.

Now we are talking two different things.
We are talking CLC security organizations. These
other groups are sahwa political organizations.
Remember, the Iragis call them the same thing. That's
why we are introducing this term so it's something

that -- because when we talk about CLCs to Iragis, the
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[ (b)3), (0)(6) | Great.

BRIG. GENERAL McDONALD: If it catches on,
it will work, and we are doing this, and this will
take a few months. This won't be overnight, and if it
really does catch on, then we've named them more
properly to separate them out between the (sgcurity
organizations that we have and the emergang political

organizations that are using the ferm Msdhwa."

| (b)(3). (b)(6) |  Sipl I, ®hink when you and

I spoke last, really, at thatfpoint I don't think we
had even finalized on CLC"asg the name. They were still
being called different “names --

BRIG. GENERAL McDONALD: Absolutely. CLC
just kind @& Ffell out, because that was the

predomin@nt) name that people were calling them.

| (b)(3), (b)(6) I Along the lines of

creating a more unified concept, I think at that time,
too, still wvery much bottom up, and individual
battalions in that area were sort of standing them up
how they saw fit.

BRIG. GENERAL McDCNALD: Let me correct

that. They were standing them up in accordance with

* S ECRET*

NEAL R. GROSS & CO.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 www.nealrgross.com




(b)), (b)(6)

(b)), (b)(6)

Declassified by: MG Michael X. Garrett,
USCENTCOM Chief of Staff
Declassified on: 201505




10

11

12

13

14

15

16

17

18

13

20

21

22

Declassified by: MG Michael X. Garrett,
USCENTCOM Chief of Staff
Declassified on: 201505
* SECRET* 23

gunsg, mortars, RVTs, just small arms.

That was the general guideline we gave
them. Out of the 2 December, we gave more guidance,
and in conjunction with the government of Irag. What
we called this at our second phase -- we really
tightening this up now. We got it organizedf 4 We got
it out there, and to make sure it's a _godd, package
that's agreeable to the government of Iraq, we agreed
on things.

Some of these things™s- Some of the points
were: One, they are not “to be peclitically oriented.
I already told you abouts some steps we are doing to
make sure we separate it from political. They can't
have politicalidslogans, political names. They can't
have paramilitary names.

They cannot have heavy weapons, which we
have) akways contended, but now we've kind of codified
that between us and the government of Irag. We put it
out in a frag order. They've put it out in a PM
directive, and it's the same. 8o we agree on that.

They are local. They are fcor defensive

purposes only, and they are temporary. We are going
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woodworking skills. We are doing that in conjunction
with the government of Irag. That will be part of the
CLC transition plan.

There is another component that is really
more headed by the government of Irag, is a education
reintegration program. We are going to teach gpeople
skillg and, oh, by the way, they are going to create
jobs for these skills.

We are going to run pdletVprograms for all
of these things during this, gp¥ing, between now and
June '08, and June '08 is our target date to really
kick this thing andfreally start the transition of

thig, and industgrials.

| (b)(3), (b)(6) | Sir, during this time

we've had a) changeover of several of the commands of
the Maultinational Divisions, and likewise at the MNFI
leval \some continued individual augmentees that
happened during the summertime.

Just as you kind of look at those changes
and have brought them down the chain of command, so to
gspeak, has that changed any of the dynamics about your

job in terms of the buyer's aspect and the
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momentum has picked right back up, and I'm glad;
because I think it's better for 18th Airborne Corps to
come in while we got a big operation going and we are
handing off to them an operation that's ongoing, as
opposed to having a 1ull between the handoff and while
they come in nothing is going on. Then they got to
get something cranked up.

I think it just keeps thermementum, and
that is what 1s really impo¥tanth, keeping this
momentum going forward, kéeepdfigwthe pursuit of the

enemy and not letting thém get a break.

| (b)(3),4B)(6) | If you look at, in

particular, somefcfythe non-lethal fires issues, IO in
particular, @&éms like it's a mix of both bottom-up
and top-@own programs.

Initially, vyou mentioned the brigade
level, As you see the brigade changeout, battalicns,
companies, do you see our level of junior officers --
is there a change in scort of the level of savvy, if
you will, toward what the non-lethal part can be for
them as they manage this COIN environment or has it

been pretty steady?
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BRIG. GENERAL McDONALD: I probably really
don't have a good feel for that, to tell you the
truth. I know what the programs are at the divigion
level, and I know how they are continuing their
programs OI.

From what I see from the brigadeevel,
which is not much, truthfully, looks fime., /When I
have gone down and talked to several bnigade
commanders, they seem to be on itg

So I get the impxéssion that there is not
a problem with that. My guess 1s it's better. These
people coming in here with brigades aren’'t here on
their first rodeb. WThey've been doing this. They've
had time to (think about it. They've been watching,
and I woulditell you the training gystem that near the
end( realkly helps them get finely tuned and focused
gets them up to speed.

You know, they &all through the CCIN
academy, the training that we have. We send guys up
there and give them the latest on where we are, and I
think they got it.

The divisions got it. I mean, what we put
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out, what the divisions have, and it gets put out.
It's pretty nested. What I will tell you is the
majority of things I see from brigade level are
thingg that go wrong, and I don't see much of that.
You put out a bad product and it's goes
wrong, it bubbles up pretty quick. I've seengstwo oxr
three since I've been here. I'm not saying dt's only
two or three there, but I'm saying I fhaven't seen much

that concerns us at this level.

| (0)(3), (b)(6) |/'89%, you spoke about

OCperation Phantom PheoeniX, I wanted to ask you: Can
yvou Jjust speak to me\abeGt what Fires' part has been
in Operation Phantom Phoenix? What have been the key
emphases in (terme of lethal/non-lethal fires and the
plan for Phantom Phoenix?

BRIG. GENERAL McDONALD: Well, as I'm sure
¥ou) ake aware, Phantom Phoenix is not necessarily a
Corps level operation where we are doing Corps level
things, and then the divisions are following on their
pilece.

Phantom Phoenix is a concept of joining

all the pieces that are going on down at the division
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So we did air strikes on known IED
positions, known IED locations, and they were
successful. Lots of secondary explosives, and the
ones that weren't secondary explosions, we know we
defeated scome of the devices. They are not absclutely
rendered safe, but they are alsc not weapong usable
right now. They can't go flip the switgh,” because the
switches are gone and the wires arefgone~

So a pretty extensive nige of fires there.
Up north, out in the Jazeehas (Phonetic} Desert, you
know, where there were sOme canal systems on the edge
with very thick brush, wefused some incendiary devices
to burn out the brush and expose tunnels, defensive
complexes. Sd a lot of lethal fires but on top of it,

continugd use of non-lethal fires and the CLCs.

| (0)@3), (b)(6) | Was that air delivered

incendiaries?

I wanted to ask in a broader sense, too,
sir, just a question. Of course, it's evident here in
the city and in any borough that at the highest level,
at the MNFI level and General Petraeus talks about the

message that we are getting out there, the message to
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press. Two is information operations, which we are
trying to shape and influence the behaviors and
attitudes of the people within Irag. I mean, our
target sets in Iraq.

General OCdierno gave us some great
guidance early on. It is get the truth out{ 4Be the
first to get the truth out, and continue, €0 jpush the
truth. So that's what we do, in both redlms.

So if in the publi¢ affairs realm with
what we are doing, 1if it ish\yeally good, what we are
doing, we've put the word“eut, and it's truthful which
is what we do. That'\s Wmportant. We'll get the word
out first, the trutkh, before the enemy gets on the
television and puts out some counter to that. So
that's ifmportant.

Two, equally important is to get the truth
eut \im, the information operations realm. You know,
you can take IO and PSYOPS and you can put out things
that aren't true, if you want to. I don't know why we
would do that. I just don't know why we would do
that. If what we are doing is right, then we put it

out in that realm as well and counter the untruths

* S BECRET ¥

NEAL R. GROSS & CO.
(202) 234-4433 WASHINGTON, D.C. 20005-3701 www.nealrgross.com




(b)), (b)(6)

Declassified by: MG Michael X. Garrett,
USCENTCOM Chief of Staff
Declassified on: 201505




10

11

12

13

14

15

16

17

18

19

20

21

22

Declassified by: MG Michael X. Garrett,
USCENTCOM Chief of Staff
Declassified on: 201505
* S ECRET* 35

here's where you got to go. You just can't do that.
It's not acceptable.

You have to slowly build it. This is
built over the years. The difference this year has
made is General Odiernc has set the environment, as
well as General Petraeus, to allow us to go ahead and
push the envelop.

When we got here -- Lef mevstart over.
Most of our products that we dé are played through

cutouts. This is classifieds Fight?

| 0@, b)) W | s, sir.

BRIG. GENERAI McDONALD: Okay, good.

| (B) A (b)6) | At a Secret level.

BRIG, GENERAL McDONALD: Yes, that's okay
-- are p@t @n the television, put on the radio and put
in phe mewspapers through cutouts. The contractor
that “puts them on there, they don't know that
contractor is working for the United States.

As a matter of fact, that contractor may
not realize they are working for us. So those pieces
get put in the paper. Because of that, you know, the

paper is not obliged to take this, and if it is too
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turn the heat up some more, because we are not hitting

hard enough.

| b)3), (b)(6) | sir, before departing IO,

is there any other aspects I haven't asked you about,
about the IO/PSYOPS piece when you look back on this
tour?

BRIG. GENERAL McDONALD: I would/keep this
at the Secret level. Our command gnvironment has
allowed us and required us to p@sh_, on the Internet.
Now I'm not gecing to tell veu mich about what we are
doing there, but we have“received authorities to
operate on the Internetywiand we are out there pushing
in that uncontegted),environment,

Welve got a ways to go, and T will -- I'm
just telling you, I get back into Fort Hood on the
15tk and on the 20th I'll be in D.C. going to
erganizations to help advance this effort.

We've got an area that we can continue to
push in. It's been uncontested battle space. The
enemy has got it. We are starting to contest it, and
I just need to take what we know and our lessons

learned back to the organizations that do that and
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system of note since we spoke last?

BRIG. GENERAL McDONALD: I don't think any

new weapons systems, Jjust continued use of them. I

think 1.4a, 1.4g

%
’b’c‘)

%
%)

O

@ 1.4a, 1.4g
Q)
KO
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1.4a, 1.4qg

1l.4a

| (b)(3), (b)(6) | Sif,”I%eard a system

mentioned just one or two BUAS dgo, a 777.

BRIG. GENERAL McDONALD: Yes, it's a
lightweight 155. The Mafine Corps and the Army have
a lightweight 156 millimeter howitzer, which replaced

the M-198 howitzer.

(b)(3), (b)(6) Do we have those in

theatery\now?
BRIG. GENERAL McDONALD: We sure do.
Marines have got them, and the Army units have them,

too, here and Afghanistan.

| (b)(3), (b)(6) | Is that a recent arrival

into theater or I just missed it?

BRIG. GENERAL McDONALD: About six or
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forceg, but enablers need to at least remain, 1f not

potentially increase.

| (0)(3), (b)(6) | Has there been much

discussion or continued discussion about how do we at
some point, as the ISF continues to refine -- and you
talked about how much improved they were, -- greowiding
them with the ability to control supporfifg Aarms?
BRIG. GENERAL McDONALD:f That's been an
ongoing piece since we got here.f WeBare working very
closely with Iragi Army crewsd Been back at Fort Sill
to ensure that all of our"™™IT (Phonetic) teams that go
out have joint fireg obsérvers in them, so that vyou
can bring -- bedause you won't have a JTAC, a Joint
Tactical Ain, @ntrol team. You won't have a JTAC in

each MIT, which is a -- What's a MIT?

(b)(3), (b)(6) The Military Transition

Team?

BRIG. GENERAL McDONALD: Yeg, Military
Transition Teams. But we can put a joint fires
obgserver, and a joint fires observer can enable the
introduction of joint fires much more rapidly.

We are thinking through that. We are not
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iz informal just discussing with your peers about what
your assignment was like, that are your takeaways that
kind of represent your feelings about how things have
come together here, humorous things perhaps?

BRIG. GENERAL McDONALD: Well, I think, if
I share vignettes, it will be not perdonad
experiences, because you know, there ismot much very
exciting that happens up on stafff Jiké& this, but
seeing the results of some of ouy/ programs, seeing the
CLC actions, watching thinggglike the Marines -- not
the Marines, but the MNDsCentral moving into Arab
Jabour now.

What{ they do before they move into a town
now, they sénd an advance party into the town, and
they kind ©f prearrange some CLC guysg. In the last
week,Ninstead of the Coalition forces clearing a town
- tha Coalition force clearing the town, but they
were led through the town by the locals and the CLC,
and as they were led through rather than fighting
through IEDs and fighting through booby traps, the
CLCs would say, don't go down that road, there's IEDs

down that road, we'll show you the exact locations,
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